Most analytical formulas developed for the PFD and PFH calculation assume a constant failure rate. This assumption does not necessarily hold for system components that are affected by wear. This article presents methods of analytical calculations of PFD and PFH for an M-out-of-N redundancy architecture with nonconstant failure rates and demonstrates its application in a simple case study. The method for PFD calculation is based on the ratio between cumulative distribution functions and includes forecasting of PFD values with a possibility of update of failure rate function. The approach for the PFH calculation is based on simplified formulas and the definition of PFH. In both methods, a Weibull distribution is used for characteristics of the system behavior. The PFD and PFH values are obtained for low, moderate and high degradation effects and compared with the results of exact calculations. Presented analytical formulas are a useful contribution to the reliability assessment of M-out-of-N systems.
Introduction
There are many systems for which the failure rates of components can be considered as approximately constant. The assumption is valid, for example, for many electronic and electrical components, including programmable controller modules. A constant failure rate may also be assumed even for some mechanical components, if the effect of degradation is low.
The failure rate of repairable systems (or more precisely, the rate of occurrence of failures) often follows the well-known bathtub curve model. The model identifies three main regions: the first one is the region with infant mortality failures (decreasing failure rate), in the middle-the constant failure rate (when the item is regarded as being in the useful life period) and the wear-out period (where the failure rate is increasing). The failure rate of the useful life period can be calculated on the basis of assuming exponential distributed time to failure. The Weibull distributed time to failure can be used to model all three regions.
The failure rates are important input data to the quantification of reliability, for example, in relation to safety-critical systems (SCSs) and associated safetycritical functions. IEC 61508, 1 the most widely adapted standard for design of SCSs, specifies two possible reliability measures: average probability of failure on demand (PFD avg ) for low-demand mode systems and average frequency of dangerous failures per hour (PFH) for high/continuous demand mode systems. PFD avg and PFH values are usually calculated to verify the reliability against safety integrity level (SIL) requirements. Four SIL levels have been proposed in IEC 61508, along with an associated range for the required PFD avg and PFH values.
The PFD avg /PFH may be calculated on the basis of several reliability assessment methods: simplified formulas, [2] [3] [4] IEC 61508 1 formulas, generalized analytical expressions, 3, 5 Markov methods and Petri nets. 2 Common for many of the methods is the assumption about constant failure rate. For example, the formulas proposed in IEC 61508 for PFD avg and PFH assume constant failure rate of all involved components. The same is the case for formulas provided by IEC 62061, 6 a standard that is based on IEC 61508 but directed to machinery control systems. Other methods allow relaxation of the constant failure rate assumption (along with assumptions about, for example, constant repair rates): for example, Petri nets and block diagrams combined with Monte Carlo simulations. However, ''simplified formulas are still preferred by most practitioners, due to their simplicity,'' 3 but unfortunately, few attempts have been made to include nonconstant failure rate assumption. Since many SCS functions are split into subsystems that can include both electronic/electrical components (which do not reach the wear-out period before being replaced) and mechanical components such as valves (which reach the wear-out period), it would be an advantage to have simplified formulas for both scenarios.
The main purpose of this article is, therefore, to develop simplified formulas for PFD avg and PFH for SCS subsystems with redundancy, assuming that the failure rates are nonconstant. The redundancy level may vary, and we use the term M-out-of-N to denote how many (M) out of the N redundant components that must function in order for the subsystem to carry out the safety function. The formulas assume that the redundant components are of identical type (with same failure rate and failure rate assumption). The proposal of PFD formulas builds on ideas first developed in a Master's thesis by Jigar, 7 and which were further elaborated in Rogova et al. 8 This article assumes that the Weibull distribution is the best choice for a description of system components with degradation (i.e. with nonconstant failure rate). Many researchers [9] [10] [11] [12] choose Weibull as a distribution for characteristics of degrading behavior. A Weibull analysis has several advantages such as reasonably accurate failure analysis, a failure forecast with very small samples and a simple and useful graphical plot of the failure data. There are data bases with Weibull shape factors a and characteristic life h parameters for all main types of mechanical equipment that makes engineering calculations of reliability very suitable. 13 However, a failure rate function is not the only solution for degrading components, and the formula of constant failure rate dependent on the number of cycles suggested by ISO 13849 14 can be used in some cases. A challenge with PFD avg calculations is the assumption of regular functional testing and regular renewal. Simplified formulas with constant failure rate assumption often regard each functional test as perfect, meaning that the state of the system is as good as new after the test. With component being in the wear-out period, we cannot make the same assumption about renewal. The PFD avg calculated for the first test interval would, therefore, not be the same as the PFD avg calculated for the subsequent intervals.
Simplified formulas for PFH reflect that the effects of regular testing is less important than for low-demand systems, as the effects of a failure of a SCS in the highdemand mode would give an immediate danger. In the calculation of PFH, it is, therefore, more important to decide on a reasonable time interval for which an average system failure frequency can be regarded as representative, and it is recognized that the PFH will change if the time interval changes.
The remaining part of this article is structured as follows: section ''Approach to derive PFD avg formulas'' explains the basic assumptions, the principle of PFD avg calculation for systems with nonconstant failure rates, and compare failure rates for low, moderate and high degradation effects. Section ''The PFD avg forecasting and extended formulas'' contains formulas for PFD avg forecasting and the possible extensions of the formulas of PFD avg calculation. PFH formulas are obtained in section ''Derivation of new formulas for PFH.'' In section ''Case study,'' we consider a simple subsystem and show results obtained using the developed and exact formulas of PFD avg calculation and results obtained by the new formulas of PFH calculation. These numerical results are obtained for low, moderate and high degradation effects and also compared with the results of exact calculations. Section ''Conclusion'' contains the conclusions.
Approach to derive PFD avg formulas
The approach to derive a set of simplified formulas for the PFD avg for the first and subsequent test intervals make use of the idea in Jigar. 7 This idea is based on ratio between Weibull cumulative distribution functions (CDFs): Weibull CDFs for 1-out-of-k and 1-outof-n architectures (k5n):
7 F k (t) = 1 2 exp(2l k t) a and F n (t) = 1 2 exp(2l n t) a . CDF F k (t) for 1-out-of-k can be expressed by ratio between mean values of distributions (F k (t) and F 1 (t)) and by CDF for 1oo1 architecture (F 1 (t)). The ratio between mean values of distributions (F k (t) and F 1 (t)) is a ''multiplier'' A(t) that exists in each time point
where m is the mean of the distribution and l and a are Weibull scale and shape parameters, respectively. Hence, CDF for 1-out-of-k architecture can be written as
Therefore, based on the obtained formulas of F k (t) for 1ook, PFD avg for a single component for the first test interval is obtained as follows
On the basis of equations (1)- (3), the final formulas for a multiplier A k and the PFD avg,k1 for the first test interval t (for the architecture MooN) can be obtained as follows
where k = N 2 M + 1 and k 1 means the first test interval. The approach to derive PFD avg formulas works for equal and identical channels and is based on the assumption: ''. in a test interval, the distribution of the time to failure (T) for a 1ook architecture inherits the distribution of 1oo1 architecture with appropriate parameters .'' 7 This assumption gives good results close to the values, obtained using the exact method. Numerical comparison of obtained results will be presented in section ''Case study. '' Failure rate function and the PFD avg formula
The failure rate of a system/component with degradation is not a constant value, but it is a function depending on time. The Weibull CDF and corresponding failure rate function are, thereby, calculated by the following formula 15 F
where a is the Weibull shape parameter and h is the Weibull characteristic life (h). Jigar 7 and Rausand and Hoyland, 16 however, suggest using other notation
where l is the scale parameter, f(t) is the probability density function, R(t) is the reliability (survivor) function and z(t) is the failure rate function.
Equations (5) and (6) demonstrate a different notation: l(t) is a failure rate function in the system of equations (equation (5)) and a scale parameter (l) in the system of equations (equation (6)). It is important to note that scale parameter is not equal to failure rate (it is correct only for a = 1, when failure rate is constant). In this article, the notation z(t) is used as a failure rate (hazard) function. Table 1 shows numerical results obtained using the failure rate function z(t) for three mechanical components (sources of Weibull data 15, 17 ). This table shows different degradation modes of mechanical components by comparison of failure rate values at the beginning and at the end of the test interval.
Based on the data given in Table 1 , the failure rate value for a solenoid valve can be considered as approximately constant: l ' 3.7 3 10 24 = constant (mean value of z(t = 1 h) and z(t = 8760 h)) for the test interval t = 8760 h (1 year). However, the failure rate values of bearings and gears cannot be approximated by constant values. This example shows that constant failure rate can be applied only for some cases with a weak degradation (a ' 1) during one test interval. The obtained values of the failure rates also support a concept of failure rate function for mechanical components with significant degradation. For gears and bearings, a constant failure rate cannot be applied. An increase in the test interval and/or an increase in the deterioration process may result in a value that is even further away from the correct value.
Taking into account the formula of a timedependent failure rate function, the system of equations (equation (4)) can be transformed to a system of equations (equation (7))
where z(t) is a failure (hazard) rate function. Compared to equation (4) that contains l as a scale parameter, equation (7) includes Weibull failure rate function.
As an absolute correct method for calculation of PFD avg value, we use a definition of PFD avg given by Rausand and Hoyland. 16 In this article, it is called the ''exact'' method 
Integrals presented in the system of equations (equation (8)), contain complex functions. These integrals can be solved using numerical methods (for instance, trapezoid method).
The PFD avg forecasting and extended formulas
Forecasting
As was described in section ''Approach to derive PFD avg formulas,'' the formula for the PFD avg calculation is valued only for the first test interval. However, consideration of the ith test interval [(i 2 1)t, it] is even more important for some applications. Prognosis for PFD avg,ki in the ith test interval k i can be made using the equation suggested by Jigar
However, such forecasting depends on the Weibull scale parameter l (equation (6)) and does not include the failure rate function z(t). Inclusion of failure rate function to the system of equations (equation (7)) gives new possibilities to the formula for PFD avg forecasting. Taking into account the formula of the failure rate function (equation (6)), equation (9) should also be transformed. Therefore, for the architecture M-out-of-N with account of the failure rate function, we obtain the current PFD avg,ki for the ith test interval (t = it)
Equation (9) suggested by the existing method does not include a failure rate function and does not show that the failure rate function is a function depending on the test interval. It is worth to note that prognosis for current PFD avg,ki values is based on the assumption that no changes are made for the CDF. All changes and updates of CDF have to be done before the test interval i. The unified approach of failure rate function z(t) update is difficult to develop because the updating procedure should be specified for the component. For the first test interval i = 1, equation (10) is transformed to equation (7) .
Engineers also need to observe the system entirely: if the specified SIL is not achieved for the function, it is necessary to consider reducing the test intervals, replace individual components or carry out a root cause analysis with the aim to reduce the occurrence of specific failure causes. The test interval may be updated in accordance with Vatn 18 or the approach advocated by SINTEF approach. 19 The importance of using the failure rate function in the presented formulas (equation (8)) is especially evident when several test intervals are under consideration. In this case, the PFD avg,ki value calculated after several test intervals can be compared to the corresponding PFD avg,ki value after updating the failure rate function (due to repair/replacement/increase of number of cycles during the proof test). Equation (7) does not give us this possibility.
Extended PFD avg formulas
In the extended formulas of the developed method, we include the diagnostic coverage (DC), dangerous undetected (DU) failures and common cause failures (CCFs) with a b-factor model (dangerous detected (DD) failures do not make a big contribution to PFD avg ) that were not covered by Jigar. It is important to note that Weibull failure rate function (equation (6)) does not apply for describing the whole component failures (global failure rate). Weibull failure rate function is used here only for dangerous failures and does not characterize safe failures.
Therefore, the formula for the PFD avg calculation in a system of equations (equation (7)) can be extended (here, we make a pragmatic assumption regarding the CCFs, assuming that the rate of CCFs is constant in each test interval)
where CCF part is included as an additional summand and z DU = (1 2 DC)z D (z D is rate of dangerous failures, D = DD + DU). PFD CCF is a contribution from CCF. This addend is a ''virtual CCF element'' 2 that represents dependent failures. For constant failure rates, this contribution is approximately estimated as follows
PFD CCF for nonconstant failure rates modeled by Weibull distribution can be obtained as follows
In case of approximation by first two addends of the Taylor series, the value of PFD CCF can be obtained as follows
Equation (14) transforms to equation (12) for a = 1 (exponential case). Using equations (11) and (14), the formula of PFD avg calculation for the first test interval with account of CCF is obtained as follows
The formula of PFD CCF calculation for PFD avg forecasting is calculated as follows
Therefore, equation (10) for PFD avg forecasting should be extended with account of DU and CCF
The calculation of the CCF for the PFD avg forecasting is more complicated than for the first test interval. Equation (17) takes into account the increase in the CCF contribution to the PFD avg value during several test intervals. In addition, in case of lack of repair/ replacement after the test interval, degradation is continuing, and the value of the b-factor can change. It means that strong degradation of components in channels of M-out-of-N architecture can probably lead to an increase in the mutual influence between channels. However, for identical channels with the same Weibull shape parameters, b-factor is assumed to be constant.
The system of equations (equation (18)) for the exact calculation of the PFD avg with account of DU and CCF becomes
Derivation of new formulas for PFH
PFH is the suggested frequency of failures for SCSs operating in the high-demand mode. The term ''PFH'' is somewhat confusing, as it is defined as the probability of having a dangerous failure per hour. First, it is not common to assign a fixed time measure (here hours) for a frequency measure, and second the term ''probability'' in this context is somewhat unclear. The PFH is in the most recent version of IEC 61508 referred to as failure frequency (but the abbreviation PFH has been kept), and may be interpreted as the average rate of occurrence of failures (ROCOF) with respect to the contribution of dangerous (D) failures in a time interval. The PFH may, therefore, be defined as where DGF is the average dangerous group failures, that is, the average frequency of failure of a safetycritical function or subsystem in the interval (0, t). It may here be noted that the interval is not necessarily the same as the proof test interval, but in case of regular proof testing, it may be easier to align the two. The most important issue is to ensure that the interval t is not longer than reasonable to fulfill the assumption underlying equation (21) .
The mean number of DGFs (for forecasting) can be determined by the expected number of D failures occurring in the interval (0, t). If N G (t) is the number of DGFs, the PFH then becomes
If the interval t is short (bearing in mind that the SCSs are built for high reliability), it is reasonable to assume that either no or one failure occurs during this time period. It is, therefore, possible to make the following approximation about the mean number of group failures
DGF occurs when at least N 2 M + 1 of the N channels have dangerous faults in the same proof test interval. 2 Under the assumption of identical and independent channels, we may assume that the number of channels V(t) that fail in an interval t is binomially distributed, but instead of assuming exponentially distributed time to failure, it is proposed to use the Weibull distribution. This means that
where FðtÞ = 1 À e ÀðtÁz D ðtÞ=aÞ is the probability to fail (Weibull CDF) and RðtÞ = e ÀðtÁz D ðtÞ=aÞ is the probability of surviving.
This means that we obtain the following expression for PFH
This gives
To further simplify, we introduce the following approximations
It is important to note that such approximation gives good accuracy only for small values of t Á z D ðtÞ=a. If this value is not small, the better approximation can be obtained by including more addends. The numerical comparison of accuracy for different Weibull parameters is presented in section ''Calculation of PFH.'' Taking into account equation (23) and approximations presented in equations (24)- (26), we obtain
If a = 1, then equation (27) is transformed to the Rausand 2 formula of PFH calculation for SCS with constant failure rates and D failures
If the channels are dependent, CCF should be included together with individual failures
Taking into account CCF using the PDS approach, 4 it is necessary to include additional summand PFH CCF
where C MooN is the corrections factor estimated based on expert judgment. 2 Obtained formulas contain no forecasting. However, despite proof testing policy, one may expect that the PFH(0, t) would be different from PFH(t, 2t), PFH(2t, 3t) and so on due to continuing degradation. Therefore, the forecasting formula can be proposed
On the basis of equation (31) and taking into account equations (21)- (26), the following formula of PFH prognosis for the interval ((i 2 1)t, t) can be obtained
Case study
The case study was designed to demonstrate the applicability of the developed formulas of PFD avg and PFH calculation for the first test interval and for PFD avg and PFH forecasting to transport safety system with low, moderate and high degradation effects.
Calculation of PFD avg
The system consists of a motorized valve (MV), a sensor of valve position (PS) and a fluid reservoir. When the hydraulic elevator goes down, the liquid should be removed from the reservoir to allow a piston to move down. If an MV is stuck and the liquid cannot be removed from the reservoir, the elevator cannot go down. The PS sends signals to the PLC that the valve is stuck. The PLC sends commands to open the redundant MV1 to remove all the liquid from the reservoir and allow the elevator to go down to the first floor to free passengers/cargo. The simplified scheme of automation is shown in Figure 1 . The safety-critical function for the safety system is ''Remove all the liquid from a cylinder to allow going down.'' It is assumed here that SIL for this safety function was estimated as SIL2.
The PFD avg for a PS 20 is 4.22 3 10
25
, and the failure rate is 9.63 3 10 29 (h
21
). The PFD avg of a PLC with basic configuration is estimated by Siemens 21 as 1.7 3 10
24
, and the failure rate is 3.88 3 10 28 (h 21 ). We consider several possible degradation modes for an MV. Each degradation mode has its Weibull parameters. a = 1.1 and h = 150,000 h are for the low degradation effect. For comparison, we take also possible moderate (a = 1.5, h = 110,000 h) and high (a = 1.7, h = 80,000 h) degradation effects for this valve (see Tables 2 and 3 ). In the case of low degradation effect PFD avg (t = 8760 h) = 2 3 10
22
, PFH(t = 8760 h) =5.02 3 10 26 for the SCS entirely, which is not sufficient for SIL2. These values of PFD avg and PFH are calculated for the architecture 1oo1 (equations (11) and (27)) and summed with PFD avg and PFH values of a PS and PLC.
The system reliability can be improved by applying redundancy (1-out-of-2) and diagnostics for the MV (Figure 1 ). Taking into account that DC is approximately estimated as DC ' 60%, the failure rate can be calculated as l DU (t = 8760) = 1.58 3 10 25 per hour for the low degradation effect. CCFs are 2%. Using the extended PFD avg formula (equation (15)), the PFD avg values were obtained for a subsystem (valves) and a system entirely after applying redundancy ( Table 2) . The results are compared with the exact values obtained using equation (18) .
As shown in Table 2 , after applying redundancy, PFD avg (t = 8760) of subsystem ''1oo2 valve redundancy'' is appropriate for SIL requirements (SIL2) for all degradation effects. Table 2 shows that the results obtained using the analytical formula of PFD avg calculation and exact formula are very close. The average difference between results D avg = 0:2%. Using equation (17), we can conduct PFD avg forecasting for several test intervals (Table 3) . For low degradation effects, an MV is degrading but still corresponds to SIL2 during the 12 test intervals (t = 8760 h). For moderate degradation effects, the number of test intervals where PFD avg corresponds to SIL2 is nine. For high degradation effect, we can see that PFD avg is ok for SIL2 during six test intervals. All PFD avg values are presented for a system entirely (together with PFD avg for PLC and PS).
The results, demonstrated in Table 3 , show degradation of a system with applied redundancy architecture during each proof test interval. It is also important to note that the large number of cycles during the proof test can significantly increase PFD avg value and, therefore, decrease the number of test intervals that correspond to the required SIL. If it is the case, the failure rate function should be updated and included to the calculations. The numerical results in Table 3 also demonstrate the importance of using a failure rate function for degrading components, proof of the applicability of equation (17) for PFD avg forecasting with account of DU and CCF failures.
Calculation of PFH
The same system can be considered also in a highdemand mode. Table 4 presents the numerical results of PFH calculations after applying redundancy (equation (29)) using simplified formulas. These values are compared with PFH values obtained on the basis of full formulas (equation (23)) that give exact results without approximation.
Numerical results obtained in Table 4 are compared with the corresponding SIL 1 and performance level (PL) 14 for a system entirely using simplified formulas. This comparison is possible only for high-demand and continuous-demand systems in accordance with ISO 13849. The difference in obtained SIL values for the same subsystem in high/continuous (Table 4 ) and lowdemand mode (Table 2) is a well-known phenomenon described by Rausand. values of scale parameters h can give less accuracy. In this case, in accordance with equation (26), the number of addends in Taylor series can be increased. PFH forecasting is based on equation (32). In Table 5 , we present the results of calculations for PFH forecasting for the valves in 1oo2 architecture. Table 5 shows that PFH values are increasing each test interval. For low degradation effects, the system corresponds to SIL2 during eight test intervals. For moderate degradation effects, the system corresponds to SIL2 during six test intervals. For high degradation effects, the system corresponds to SIL2 during four test intervals. In addition, in accordance with the described forecasting concept, the failure rate function can be updated if necessary.
Conclusion
Systems with nonconstant failure rates are often a part of SCSs and also systems that are on demand. Unfortunately, it is not always easy to estimate the PFD avg and PFH values. There are some reasons for that: IEC 61508 does not provide analytical formulas of PFD avg and PFH calculation for systems with nonconstant failure rates; suggested methods applicable for such systems (Markov and Petri nets) are complex, timeconsuming and require a high level of knowledge. To cope with these issues, we suggested in this article, the methods of analytical calculation of the PFD avg and PFH values for M-out-of-N systems with nonconstant failure rates. Developed formulas for PFD avg calculation showed results that are very close to the results obtained using the exact method (D avg = 0.2%). Comparison of obtained simplified formulas of PFH calculation with full formulas also showed a very small difference (D avg = 0.4%) for all degradation effects.
Using the new forecasting concept, the values of PFD avg and PFH were obtained for different test intervals. We also described a possibility to update a failure rate function at any test interval (after repair/replacement/significant number of cycles during the proof test) that will lead to update of the PFD avg and PFH values for each test interval. Numerical results presented in section ''Case study'' demonstrated the necessity of using a failure rate function for systems with strong degradation in the wear-out region.
One of the topics for future research may include a comparison of the numerical results of the PFH calculation using the Weibull failure rate function and constant failure rate approach described in the standard ISO 13849. Another perspective topic relates to the investigation of updating the beta-factor in CCF during continuing degradation of components and the possible increase of mutual influence of channels in M-out-of-N redundancy architecture.
The application of the developed analytical formulas is easy for practitioners and not limited by the considered case study. It can be applied for many safety systems with nonconstant failure rates. The application is only limited by identical channels. The method will, therefore, be a useful contribution to the reliability assessment of M-out-of-N systems.
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